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Discrete derivatives and APN funtions

F (x) =
∑2n−1

i=0 cix i a function over F2n .
α ∈ F∗

2n .
∆αF (x) := F (x + α) − F (x) (Discrete derivative of F in direction α).

Almost Perfect Nonlinear (APN) functions
F is APN over F2n if the equation

∆αF (x) = β

has at most 2 solutions in F2n for all α, β ∈ F∗
2n × F2n .
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Generalization to odd characteristic

p a prime number.
n ≥ 1 an integer.
F (x) =

∑pn−1
i=0 cix i is a function over Fpn .

Generalized APN (GAPN) (Kuroda and Tsujie 2016)
F is said to be generalized APN (GAPN) if the equation∑

i∈Fp

F (x + iα) = β

has at most p solutions in Fpn for all α, β ∈ F∗
pn × Fpn .

p = 2∑
i∈Fp F (x + iα) = F (x + α) + f (x) = F (x + α) − f (x) = ∆αF (x).

GAPN = APN.
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Generalized derivative

Generalized derivative (Ozbudak and Salagean 2021)
For α ∈ F∗

pn , ∑
i∈Fp

F (x + iα) = (∆α)(p−1)F (x).

∇αF (x) :=
∑
i∈Fp

F (x + iα)

is the generalized derivative of F in the direction α.

4 / 19



Generalized derivative

Generalized derivative (Ozbudak and Salagean 2021)
For α ∈ F∗

pn , ∑
i∈Fp

F (x + iα) = (∆α)(p−1)F (x).

∇αF (x) :=
∑
i∈Fp

F (x + iα)

is the generalized derivative of F in the direction α.

4 / 19



Algebraic degree and GAPN-ness

Algebraic degree
The algebraic degree of F (x) =

∑pn−1
i=0 cix i is defined by:

degA(F ) := max
{n−1∑

u=0
au | 0 ≤ au < p, c∑n−1

u=0 aupu ̸= 0
}

.

Proposition
∀α ∈ F∗

pn ,
degA(∇αF ) ≤ degA(F ) − (p − 1).

In particular, if degA(F ) = p then, ∀α ∈ F∗
pn , degA(∇αF ) ≤ 1 .

Proposition (Kuroda and Tsujie 2016)
If F is GAPN over Fpn , then degA(F ) ≥ p.
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Generalized Dembowski Ostrom polynomials (GDO)

Definition
We call Generalized Dembowski-Ostrom (GDO) polynomials, homogeneous polynomials of
algebraic degree p:

F (x) =
∑

i
fix i ∈ Fpn [x ]

.
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Contents

1 Monomial

2 Multinomials (p is odd)
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F (x) = x e over Fpn where

e =
ℓ∑

i=0
kipi , 0 ≤ ki ≤ p − 1,

ℓ∑
i=0

ki = p, ∀0 ≤ i ≤ ℓ

Example (p = 5)

F (x) = x3×52+1×51+1×50

∀α ∈ F∗
5n (n ≥ 3)

∇αF (x) = −3α3×52+1×51+1×50−52x52 − 1α3×52+1×5+1×50−51x51 − 1α3×52+1×5+1×50−50x50

= −3α56x52 − 1α76x5 − 1α80x

8 / 19



F (x) = x e over Fpn where

e =
ℓ∑

i=0
kipi , 0 ≤ ki ≤ p − 1,

ℓ∑
i=0

ki = p, ∀0 ≤ i ≤ ℓ

Example (p = 5)

F (x) = x3×52+1×51+1×50

∀α ∈ F∗
5n (n ≥ 3)

∇αF (x) = −3α3×52+1×51+1×50−52x52 − 1α3×52+1×5+1×50−51x51 − 1α3×52+1×5+1×50−50x50

= −3α56x52 − 1α76x5 − 1α80x

8 / 19



F (x) = x e over Fpn where

e =
ℓ∑

i=0
kipi , 0 ≤ ki ≤ p − 1,

ℓ∑
i=0

ki = p, ∀0 ≤ i ≤ ℓ

Example (p = 5)

F (x) = x3×52+1×51+1×50

∀α ∈ F∗
5n (n ≥ 3)

∇αF (x) = −3α3×52+1×51+1×50−52x52 − 1α3×52+1×5+1×50−51x51 − 1α3×52+1×5+1×50−50x50

= −3α56x52 − 1α76x5 − 1α80x

8 / 19



F (x) = x e over Fpn where

e =
ℓ∑

i=0
kipi , 0 ≤ ki ≤ p − 1,

ℓ∑
i=0

ki = p, ∀0 ≤ i ≤ ℓ

Example (p = 5)

F (x) = x3×52+1×51+1×50

∀α ∈ F∗
5n (n ≥ 3)

∇αF (x) = −3α3×52+1×51+1×50−52x52 − 1α3×52+1×5+1×50−51x51 − 1α3×52+1×5+1×50−50x50

= −3α56x52 − 1α76x5 − 1α80x

8 / 19



Theorem (Ozbudak and Salagean 2021)
A monomial GDO F (x) = x e where e =

∑ℓ
i=0 kipi is GAPN over Fpn if and only if

gcd(
ℓ∑

i=0
kiz i , zn − 1) = x − 1 in Fp[z ].
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Facts

We know that zn − 1 = (z − 1)pm ∏
d>1, d |n Qd(z)pm in Fp[z ]

where

Qd(z) :=
∏

s = 1, . . . , d
gcd(s, d) = 1

(z − ζs)

and ζ ∈ Fpn is a root of unity of order d (d-th cyclotomoic polynomial).
Irreducible factors of every Qd(z) in Fp[z ] are of the same degree Od(p) (Niederreiter
Theorem 2.47) where

Od(p) := min({m ∈ N∗ | pm = 1 (mod d)}).

∑ℓ
i=0 kiz i = (z − 1)uV (z) where V (1) ̸= 0 and u ≥ 1 :

∑ℓ
i=0 ki1i =

∑ℓ
i=0 ki = p = 0 .
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If deg(V (z)) < Od(p) for all d > 1 such that d divides n, then

gcd(
ℓ∑

i=0
kiz i , zn − 1) = gcd((z − 1)u, (z − 1)pm).

If u = 1 or m = 0, then

gcd(
ℓ∑

i=0
kix i , xn − 1) = x − 1.
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Extensions of odd degree

F (x) = x e , e =
ℓ∑

i=0
kipi and

ℓ∑
i=0

ki = p GDO type over Fpn

Theorem 1 [ES25]
If n = qi1

1 ..qis
s (qi are prime numbers).

1 n ̸≡ 0 (mod p) : If ℓ ≤ min
1≤i≤s

Oqi (p), then F is a GAPN function.

2 n ≡ 0 (mod p) : If ℓ ≤ min
1≤i≤s, qi ̸=p

Oqi (p) or n = pα, and if the multiplicity of 1 as a root

in
∑ℓ

i=0 kix i ∈ Fp[x ] is equal to 1, then F is a GAPN function.
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Extensions of even degree

F (x) = x e , e =
ℓ∑

i=0
kipi and

ℓ∑
i=0

ki = p GDO type over Fpn

Condition : there exist 0 ≤ i , j ≤ ℓ such that k2i ̸= 0 and k2j+1 ̸= 0.

Theorem 2 [ES25]
If n = 2N ̸≡ 0 (mod p) where N ≥ 3 is an odd integer s.t

N = qi2
2 ..qim

m and ℓ ≤ min
2≤i≤m

Oqi (p),

then F (x) = x e is a GAPN function over Fpn .
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A full characterisation

F (x) = xa2p2+a1p+a0 , a2 + a1 + a0 = p, and 0 ≤ a2, a1, a0 ≤ p − 1 function over Fpn .
n = pα × N where α ≥ 0 and gcd(N, p) = 1

Theorem 3 [ES25]
F is GAPN over Fpn if and only if aN

0 ̸= aN
2 or (a0 = a2 and α = 0).

The functions F (x) = x ip2+(p−2i)p+i where i ∈ {1, .., p−1
2 } are GAPN over Fpn for every n ≥ 3

such that n ̸≡ 0 (mod p).
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Contents

1 Monomial

2 Multinomials (p is odd)
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Generalized derivative of GDO functions

F (x) =
N∑

i=1
fi .xdi , di =

ℓ∑
j=0

di ,jpj GDO over Fpn .

Lemma [ES25]
∀α ∈ Fpn ,

∇αF (x) =
ℓ∑

j=0
g (F )

j (α)xpj

where

g (F )
j (α) =

N∑
i=1

−di ,j fiαdi −pj
, j ∈ [0, ℓ].
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Theorem (McGuire and Sheekey 2019)
Let F (x) =

∑ℓ
i=0 fi .xpi a Fp-function over Fpn where fℓ ̸= 0 and f0 ̸= 0. F has pℓ roots in Fpn

if and only if C (1)(F ).C (p)(F )..C (pn−1)(F ) = Iℓ where :

C (pi )(F ) :=



0 0 . . . 0 −
(

f0
fℓ

)pi

1 0 . . . 0 −
(

f1
fℓ

)pi

...
... . . . 0

...

0 0 . . . 1 −
(

fℓ−1
fℓ

)pi


∈ Fℓ×ℓ

pn

Remark :
det(C (1)(F ).C (p)(F )..C (pn−1)(F )) = (−1)ℓNpn/p( f0

fℓ )

det(C (1)(F ).C (p)(F )..C (pn−1)(F ))) ̸= 1 =⇒ C (1)(F ).C (p)(F )..C (pn−1)(F )) ̸= Iℓ
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When the linearized polynomial is of degree p2

F (x) = x (p−d)p2+dp + λxkp+p−k , 1 ≤ k, d ≤ p, λ ∈ F∗
pn

Theorem 4 [ES25]
If Nn(λ k

d ) ̸= 1, then f is a GAPN function over Fpn .

Example
F (x) = x (p−i)p2+ip − x ip+p−i where i ∈ {1, .., p − 1} is GAPN over Fpn for every odd positive
integer n ≥ 3.
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Summary and future direction of research

→ What we’ve done :
New classes of monomial GAPN functions, (Up to Generalized Extended affine
equivalence : Kuroda and Tsujie 2016)
New classes of multinomial GAPN functions, (Up to Generalized Extended affine
equivalence : Kuroda and Tsujie 2016)

→ Future work :
Find other new GAPN functions.
Find possible applications in cryptography and coding theory.
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